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About me

• Cloud Security Architect
@ glueckkanja-gab AG

• cloudbrothers.info

• @fabian_bader on Twitter

• Organizer of @HHPSUG

• fabian@bader.cloud



Workload IdentitiesHuman Identities

Identities in Azure

Service Principal Managed Identity



Workload IdentitiesHuman Identities

Azure AD roles

Azure resources

API permissions



Too much permissions, a common mistake
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Azure Lighthouse



Azure Lighthouse



Delegated Administrative Privileges



Granular DAP



Abuse extensive API Permissions



Azure AD Roles

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#who-can-reset-passwords



Azure AD Roles



Elevate Azure Subscription Access
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Questions?

https://cloudbrothers.info/en/azure-attack-paths
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Ask Me Anything (AMA)

Roundtable discussion and Q&A

on experiences from the field and current trends!

Meet the speakers and exchange with members of the community!
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https://www.identitysummit.cloud/feedback/

Your Feedback is Important!
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