fm)

CLOUD IDENTITY
SUMMIT ‘22

‘ Identity Management Track ’

Azure Attack Paths
Fabian Bader (glueckkanja-gab AG)



About me

* Cloud Security Architect
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* cloudbrothers.info

» @fabian_bader on Twitter
* Organizer of @HHPSUG
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ldentities in Azure
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Too much permissions, a common mistake
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External Azure Active Directory Azure Active Directory
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Azure Lighthouse
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Delegated Administrative Privileges
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Abuse extensive APl Permissions

Global I Application.ReadWrite.All
AppRoleAssignment.ReadWrite.All

. oleManagement.ReadWrite.Directo
Admin g v




Azure AD Roles

Role that password can be reset Password Helpdesk Auth User Privileged Auth Global
Admin Admin Admin Admin Admin Admin

Auth Admin

Directory Readers
Global Admin *
Groups Admin

Guest Inviter

Helpdesk Admin
Message Center Reader
Password Admin
Privileged Auth Admin
Privileged Role Admin
Reports Reader

User
(no admin role)

User
(no admin role, but member or owner of
a role-assignable group)

User Admin

Usage Summary Reports Reader

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference#who-can-reset-passwords



Azure AD Roles

MFA reset
users/ipassword/update

MFA reset
users/password/update

roleAssignments/allProperties/allTasks

servicePrincipalsimanagePermissionGrantsForAll.microsoft-company-admin
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Elevate Azure Subscription Access
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Questions?

SCAN ME

https://cloudbrothers.info/en/azure-attack-paths
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Thu, September 22nd, 2022

Roundtable discussion and Q&A
on experiences from the field and current trends!

Meet the speakers and exchange with members of the community!

Azure Meéetup
LU
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